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YEAR-IN-REVIEW

It is a wrap on WaterISAC's 20 year!
Take a look back on this landmark
anniversary with us.

Over 530 member
organizations,
utilities, and sector BREAKDOWN OF UTILITY MEMBERS
stakeholders with Population Served

3,500+ active users.

SERVE UNDER

WaterISAC utility 10,000
members serve more than
223 MILLION Americans e
and consumers in

GREATER THAN
CAN, AUS, and NZ. 100,000

SERVE 10,000
TO 100,000

EDUCATION

Over 12,000 items
available 24/7 in our online

Resource Center Library. Q

1,870 attendees at our
monthly Cyber Threat

= Web Briefings.

OUTREACH

Distributed 171 mailings and
advisories throughout the
year, including 100+ Security &
Resilience Updates.

Racked up close to 200,000
impressions and views across social
media channels and website ads.

g Make sure to follow us
@waterisac!

at 29 engagements
throughout the year.

Represented and spoke Q\

CELEB TED 2022 marked a milestone for WaterISAC - our 20" year!

In 2002 WaterISAC was established by the U.S. water
and wastewater sector in coordination with the U.S.
Environmental Protection Agency and the Federal Bureau

A WATER of Investigation. Together, over the years, we have helped

thousands of utilities by disseminating the information they

YEARS /‘ ISAC need to stay secure and protect those they serve. Thank

you for being part of the WaterISAC journey, we are looking
forward to the next 20 years.

JOIN US TODAY!

www.waterisac.org




We held our first-ever event virtually over three afternoons in HzoseC@o n

November 2022 and we are excited to report that we had... VIRTUAL 2022
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© Over 450 registered attendees and speakers. © 34 subject matter experts from water and
wastewater utilities, government, and private

© 11 workshops and sessions specially curated ke
sector organizations.

for the water and wastewater sector.

© Tabletop exercises designed to address © 17 industry partner supporters and sponsors.

cybersecurity and physical security issues © VIP Mainstage Speakers kick-off each
facing utilities. afternoon.

Here are just a few exciting accomplishments
from 2022 for the sector and our members.

Launched a new resource for the sector - Water Sector Cybersecurity Case
Studies. This new resource is made up of anonymous experiences that can
assist all water and wastewater utilities learn from others’ difficult situations
and improve their cybersecurity.

Produced Quarterly Water Sector Incident Summaries that included

149 shared incidents of water and wastewater cyber attacks and physical
incidents. These quarterly reports provide information and awareness of the
ongoing threat environment for our members.

Conducted a cybersecurity survey for US Water and Wastewater Utilities to
expand our portfolio of resources and support our members.

Instituted WaterlSAC’s Champion program for leaders in the sector to
provide ongoing benefits and knowledge to members.

Advised federal agencies on key threat alerts and maintained information-
sharing relationships with federal and state partners:

© Cybersecurity and Infrastructure Security Agency (CISA)

© DHS Intelligence & Analysis (DHS I1&A)

© Environmental Protection Agency (EPA)

© Federal Bureau of Investigation (FBI)

© Law enforcement/intelligence fusion centers

© State homeland security and emergency management agencies

Coordinated on critical issues and security challenges with dependent and
interdependent critical infrastructure sectors through involvement in the
National Council of ISACs and partnerships with other ISACs.

WaterlSAC is your gateway to cyber and physical threat information and
best practices for the water and wastewater sector.

JOIN US TODAY!

www.waterisac.org
membership@waterisac.org




